
Hurricanes, Hackers 

and #Hashtags: 

Does Your Crisis Management & 

Communications Plan 
Reflect Todayôs Reality?

Suzanne Bernier, CEM, CBCP, MBCI, CMCP

President of  SB Crisis Consulting

Authorof DisasterHeroes



@sbcrisis





My EM journey so faré

Å Journalist

Å Press secretary to Ontarioõs Attorney General

Å Lead spokesperson/media relations for Ontarioõs public safety portfolios, 
including EMO, the Ontario Provincial Police (OPP), Office of  the Fire 
Marshal, Coronerõs Office & Centre of Forensic Sciences

Å Joined EMO full-time, became first female uniformed emergency management 
field officer in Ontario, deployed to numerous floods, fires, train derailments, 
ice storm 1998 and other severe storms for 5 + years

Å EP Specialist for the Canadian Nuclear Safety Commission

Å Led the Ontario governmentõs first Business Continuity Program 



My EM journey so faré

Å Created WSIBõs first EM & BCP Program, & the provinceõs first pandemic plan

Å Developed and delivered UN Headquartersõ first pandemic tabletop exercise 
for senior leaders to assess UN readiness & created Pandemic Action Plan

Å Created and led Toronto Hydroõs  EM & BCP Program from 2009-2012

Å SB Crisis Consulting launched, Disaster Heroes published

Å Providing planning, exercise, training, speaking for companies, communities 

and governments

Å Crisis Comms instructor at JIBC, George Brown College, and ICOR

Å Current clients include Toronto Hydro, the University of  Toronto





Current 
Top Risks 
& Threats
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Cybersecurity

Active intruder attacks

Terrorism

Severe weather events

Mass protests and civil unrest

Infectious disease outbreaks

Reputational crises 



When something bad happens, you have three 
choices ïyou can:

1. Let it define you

2. Let it destroy you, or

3. Let it strengthen you.

(c) S
B

 C
R

IS
IS

 C
O

N
S

U
LT

IN
G

 2
0

2
0





(c) S
B

 C
R

IS
IS

 C
O

N
S

U
LT

IN
G

 2
0

2
0



(c) S
B

 C
R

IS
IS

 C
O

N
S

U
LT

IN
G

 2
0

1
9



(c) S
B

 C
R

IS
IS

 C
O

N
S

U
LT

IN
G

 2
0

2
0



(c) SB CRISIS CONSULTING 2020



(c) SB CRISIS CONSULTING 2020



(c) SB CRISIS CONSULTING 2020



(c) SB CRISIS CONSULTING 2020





A Few 
Resources
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National Cyber Security 
Alliance (U.S.)

Cybersecurity & 
Infrastructure Security 
Agency

CISA.gov (under 
US DHS) 

Resources for 
organizations as 
a whole, as well 
as IT-specific

/ŀƴŀŘŀΩǎ 
National Cyber 
Security Strategy

https://www.pu
blicsafety.gc.ca/c
nt/rsrcs/pblctns/
ntnl-cbr-scrt-
strtg/ntnl-cbr-
scrt-strtg-en.pdf

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg/ntnl-cbr-scrt-strtg-en.pdf




Edmonton, AB - September 2017 ï
Acts of Terror CAN Happen Anywhere





Active Shooter Attacks DO Happen Here
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It Can Happen Anywhere
(c) S

B
 C

R
IS

IS
 C

O
N

S
U

LT
IN

G
 2

0
2

0



Active Shooters vs Active 
Assailants/Mass Attackers



October 1, 2017 - Las Vegas, Nevada
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What would YOU communicate if you were the store who sold the 
ǇŜǊǇŜǘǊŀǘƻǊ Ƙƛǎ ǿŜŀǇƻƴǎΚ hǊ ƛŦ ȅƻǳ ǿŜǊŜΧ

- Mandalay Bay Management

- City of Las Vegas
- Employer to one of the victims
- the concert organizer/promoter

Here's what Guns & Guitars owner said in a statement:

"We mourn for this tragedy and our thoughts and prayers are with the families of the lost 
and injured. 
Mr. Paddock was a customer and purchased firearms from our store; however, all 
necessary background checks and procedures were followed, as required by local, state, 
and federal law. 
He never gave any indication or reason to believe he was unstable or unfit at any time. 
We are currently cooperating with the ongoing investigation by local and federal law 
enforcement in any way we can."
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June 12, 2016 ïOrlando, FL
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óFacebook and Twitter were keyô ï
Josh Garcia, former Manager of Pulse Nightclub Orlando
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December 2, 2015 ïSan Bernardino, CA



San 
Bernardino 
Lessons 
Learned

Å¦ƴƭƛƪŜ Ƴƻǎǘ ΨŀŎǘƛǾŜ ƛƴǘǊǳŘŜǊΩ 
attacks, San Bernardino is 
considered an active shooter, 
workplace violence, and 
terrorism incident all rolled into 
one.

ÅHR advised of concerns about 
colleague several times prior to 
the attack

ÅIncident was a work holiday 
party/training session at offsite 
location

ÅWould your staff know what to 
do in advance of AI attack? (Run, 
hide, fight)
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The impact 
4+ years 
later

ÅLoss of valued employees

ÅLack of trust in the organization

ÅCommunity ripple effect

ÅSecondary trauma and deaths

ÅReputational damage

ÅLitigation

Bernier, S. & Royle, L. (2017). 
Lessons Learned from San 
Bernardino: The Importance of 
CISM. White paper in 
preparation.

(c) KRTS International 2017



What went 
wrong?

ÅUneducated leadership?

ÅNarrow focus on those affected

ÅApparent lack of crisis management 
or proactive response

ÅNo guidance or psycho-education

ÅFragmented groups

ÅMental health services ςnot fit for 
purpose

Bernier, S. & Royle, L. (2017). 
Lessons Learned from San 
Bernardino: The Importance of 
CISM. White paper in preparation.

(c) KRTS International 2017



San 
Bernardino 
Lessons 
Learned

ÅCommunicating with staff, family 
and community throughout the 
immediate and long-term recovery 
process is KEY

ÅImagine if you were faced with a 
sudden, permanent loss of 14 
critical staff of the same team, with 
the rest of the team not able to 
return for months, if not years 
later?

ÅWould this be covered within your 
current HR, business continuity 
and/or crisis management plans?

ÅWould your current plans support 
both the physical and psychological 
recovery of your employees and 
their families over the short and 
long term?
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Internal vs 
External 
Threats

ÅA workplace violence incident can 
be caused by a current or former 
employee, or random stranger off 
the street

ÅEither way, the response and 
recovery efforts would be the same 

ÅDifference is in the planning stages

ÅInternal: Do you have people, 
plans & programs in place to 
help staff identify and report 
concerns or suspicions of a 
colleague before things 
escalate?

ÅExternal: Are there measures 
your organization could take to 
ǇǊŜǾŜƴǘ ΨƻǳǘǎƛŘŜ ŀǘǘŀŎƪŜǊǎΩ 
from accessing your workplace 
of employees? 
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Active Intruder Preparedness
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http://worldwideinterweb.com/media/k2/items/cache/8caf78cbed9c4cfa8cadc4253cac0ebc_XL.jpg






Key 
Comms 
Challenges
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Extended power outages

aŀȅ ōŜ ŦƻǊŎŜŘ ǘƻ Ǝƻ ōŀŎƪ ǘƻ ΨƻƭŘ-ǎŎƘƻƻƭΩ ƳŜǘƘƻŘǎ 
of communications ςincluding going door-to-
door to notify of evacuation orders, other 
important lifesaving information

Assume you will lose primary communications 
for an extended period of time during a disaster

Have multiple communication backups in place 
IN ADVANCE

Encourage staff and family to have crank or solar 
powered radio/flashlight/cell phone charger (still 
may have texting capability & internet access), 
landline & corded phone
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2018 
California 
Camp Fire 
Challenges
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Recommendations: 

Require voluntary opt-outs 
instead of opt-ins

Apart from universal mobile 
alerts, consider audible alarms 

and sirens with lights?

Consider alternate 
communications 

strategies/vehicles

Cell service for both AT&T and Verizonwas lostaround 
10:15 am the day of the fire, while evacuation orders 

were issued between 8:03 am and 1:37 pm, depending 
on location.

Paradise emergency notification system was voluntary 
opt-in, meaning residents needed to sign up to receive 

alerts - Only about a quarterƻŦ ǘƘŜ ǘƻǿƴΩǎ нсΣллл 
residents had opted in

https://www.mercurynews.com/2018/11/17/lessons-from-paradise-staying-alive-in-fire-country/
https://www.mercurynews.com/2018/11/17/lessons-from-paradise-staying-alive-in-fire-country/
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Just because the river 
is quiet does not 

mean the crocodiles 
have left. 

ςMalay proverb 



LǘΩǎ IŜǊŜΧΦ
ÅInsert Coronavirus pic







Definitions

ÅAn outbreak is the sudden occurrence of a 
disease in a community, which has never 
experienced the disease before or when cases 
of that disease occur in numbers greater than 
expected in a defined area ςexample: current 
localized measles outbreaks

ÅAn epidemicoccurs when an infectious 
disease spreads rapidly to many people - in 
2003, the severe acute respiratory syndrome 
(SARS) epidemic took the lives of nearly 800 
people worldwide

ÅA pandemicis a global disease epidemic over 
a wide geographic area and affecting a large 
proportion of the population ςexamples: 
H1N1, Spanish Influenza, Bubonic plague 

Å5ƛŘ ȅƻǳ ƪƴƻǿΧ ǘƘŜ ǿƻǊŘ ϦǇŀƴŘŜƳƛŎϦ 
comes from the Greek "pan-", "all" + 
"demos," "people or population" = 
"pandemos" = "all the people."



Who would you rather beτthe 
Mayor of Philadelphia or the 
Mayor of Saint Louis in 1918?

PREPAREDNESS CAN MAKE ALL THE DIFFERENCE!
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Shifting 
the Focus

Not just about pandemics 
anymore

Numerous outbreaks and 
epidemics  happening across 
the world (Coronavirus, Zika, 
Ebola, MERS, Measles, 
seasonal influenza epidemic)

Infectious Disease plans and 
policies are more practical and 
feasible





How does this affect us?

ÅEmployee travel

ÅExecutive travel concerns (more than 1 on same flight, etc)

ÅIncentive trips/cruises for staff

ÅTravelling during travel advisories/orders

ÅDo current policies cover/consider these scenarios

Å²ƘƛƭŜ ǿŜ ŎŀƴΩǘ ƳƻƴƛǘƻǊ ǿƘŀǘ ŜƳǇƭƻȅŜŜǎ Řƻ ƻƴ ǘƘŜƛǊ ǿŀȅ ǘƻ 
or from work, we can encourage them to make healthier 
choices and habits 
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