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SB Crisis Consulting launched, Disaster Heroes published

Providing planning, exercise, training, speaking for companies, communitiés

and governments
Crisis Comms instructor at JIBC, George Brown College, and ICOR

Current clients include Toronto Hydro, the University of Toronto







a Cybersecurity
A Active intruder attacks

Current
TO p R |S kS &  Severe weather events

& Threats ’
5"() Mass protests and civil unrest

M Reputational crises
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When something bad happens, you have three
choicesi you can:

1. Let it define you
2. Let it destroy you, or
3. Let it strengthen you.
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Equifax dumps CEO in wake of damaging
data breach

This July 21, 2012, photo shows Equifax Inc_, offices in Atlanta. (AP Photo / Mike Stewart)
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The Associated Press
Published Tuesday, September 26, 2017 9:16AM EDT
Last Updated Tuesday, September 26, 2017 9:40AM EDT
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Small Ontario towns pay ransom after hackers
hold computer systems hostage

Both Wasaga Beach and Midland have paid ransoms to reclaim data after the towns
computer systems were hacked

Nicole Martin - Posted: Sep 17, 2018 12:34 PM ET | Last Updated: September 17, 2018
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Cybersecurity

« What would YOU do if your organization
was hacked and your confidential files
were stolen and/or posted online for the
whole world to see?

« Are YOU prepared for a cyber attack?
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Are YOU ‘Cyber-Secure’?

« When was the last time you tested your
disaster recovery and business continuity
plans against a cyber attack?
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IN THIS CORNER W& HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS S0FTWARE , ETC .
AND IN THi9 CORNER,

wr HavE Dave//

(c) SB CRISIS CONSULTING 2020



Insider threats come in different forms. The classic definition is the employee
or contractor who acts maliciously. But the term also might include compromised
system components or code that can wreak havoc. Then there are unintentional
insider threats: people who unknowingly cause great harm if networks are not
sufficiently protected. Carnegie Mellon studied 35 such cases, breaking threats
down by insider roles (with some players having multiple roles).

CUSTOMERS/
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BREAKDOWN OF 35 UNINTENTIONAL INSIDER THREATS BY ROLE:
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Major Cyber Risks

Lack of or inadequate policies and procedures
for information security

Failure to monitor unauthorized use of systems
Lack of communication and education of staff

Lack of a Disaster Recovery and Information
Security Plan

Lack of DR and cybersecurity testing




A Few

Resources
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National Cyber Security
Alliance (U.S.)

Cybersecurity &
Infrastructure Security
Agency

| I yI RIQa
National Cyber
Security Strategy



https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg/ntnl-cbr-scrt-strtg-en.pdf
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Edmonton, AB - September 2017 i

Acts of Terror CAN Happen Anywhere

Saskatoon police reassure citizens,
Muslim community, after Edmonton
terrorist attack

ANDREA HILL, SASKATOON STARPHOENIX Updated: October 1. 2017

CONNECT WITH US
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i & BC Hockey vows alleged
2 L assault at North

| Vancouver club 'won't be

swept under the carpet’

| POLITICS
b ® Trudeau denies giving
'direction’ on criminal
case against SNC-

Lavalin, but opposition
demands 'full disclosure’

= POLITICS
¥ Billions at stake for SNC-

- Lavalin — corruption
) conviction would bar firm
from federal contracts







Active Shooter Attacks DO Happen Here

4
ot

just killed 2 ppl
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bout to shoot ip the
school



It Can Happen Anywhere

ACTIVE SHOOTER INCIDENTS BY LOCATION

N

*Statistics Provided by the Federal Bureau of Investigation 2014
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Active Shooters vs Active
Assallants/Mass Attackers




October 1, 2017 - Las Vegas, Nevada

MANDALAY BAY].
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What would YOU communicate if you were the store who sold the
LISNLISGONI 02N KAa ¢SIHLR2YyaK hNJILA
- Mandalay Bay Management
- City of Las Vegas

- Employer to one of the victims
- the concert organizer/promoter

Here's what Guns & Guitars owner said in a statement:;

"We mourn for this tragedy and our thoughts and prayers are with the families of the los
and injured.

Mr. Paddock was a customer and purchased firearms from our store; however, all
necessary background checks and procedures were followed, as required by local, stat
and federal law.

He never gave any indication or reason to believe he was unstable or unfit at any time.
We are currently cooperating with the ongoing investigation by local and federal law
enforcement in any way we can."



June 12, 2016 i Orlando, FL
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OFacebook and Twiitter were ke

Josh Garcia, former Manager of Pulse Nightclub Orlando
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| BREAKING NEWS I =
' 15 l 14 DEAD AFTER MASS SHOOTING SAN BERNARDINO I °b‘j|5
£ ‘ SUSPECTS MAY BE CORNERED AFTER WII.D SHOOTOUT i ARIZONA _-\




Al viA1lS Yzaild WYl Ol
attacks, San Bernardino is
considered an active shooter,
workplace violence, and
terrorism incident all rolled into
one.

Bernardino A HR advised of concerns about
4 colleague several times prior to
Lessons E the attack
A Incident was a work holiday
Learned e party/training session at offsite
location

- AWould your staff know what to
do in advance of Al attack? (Run,
hide, fight)

i3
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The impact

4+ years
later

i3

A Loss of valued employees

A Lack of trust in the organization
A Community ripple effect

A Secondary trauma and deaths
A Reputational damage

A Litigation

Bernier, S. & Royle, L. (2017).
Lessons Learned from San
Bernardino: The Importance of
CISM White paper in
preparation.

(c) KRTS International 2017



i3

A Uneducated leadership?
A Narrow focus on those affected

A Apparent lack of crisis management
or proactive response

A No guidance or psycheducation

Wh at we nt A Fragmented groups

A Mental health servicesg not fit for

WIon g ? purpose

Bernier, S. & Royle, L. (2017).
Lessons Learned from San
Bernardino: The Importance of
CISM White paper in preparation.

(c) KRTS International 2017




Bernardino

Lessons
| earned

A Communicating with staff, family
and community throughout the
immediate and longerm recovery
process is KEY

A Imagine if you were faced with a
sudden, permanent loss of 14
critical staff of the same team, with
the rest of the team not able to
return for months, if not years
later?

A Would this be covered within your
current HR, business continuity
and/or crisis management plans?

A Would your current plans support
both the physical and psychological
recovery of your employees and
their families over the short and
long term?
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A A workplace violence incident can
be caused by a current or former
employee, or random stranger off
the street

i3

A Either way, the response and
g recovery efforts would be the same

Internal vs covery eflor |
A Difference is in the planning stages
EXte rn al A Internal: Do you have people,

plans & programs in place to
help staff identify and report
concerns or suspicions of a
colleague before things
escalate?

A External: Are there measures
your organization could take to
LINBOSYy il WwW2dziaARS
from accessing your workplace
of employees?

Threats
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Active Intruder Preparedness

3

URGENT

RAISE ) EMERGENCY
AWARENESS NOTIFICATION
‘/-\\ : SYSTEM
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www.alertus.com | www.suzannebernier.com . ALERTUS’ . $BU151SCONSULTING

EMERGENCY MANAGEMENT:

Addressing Active Intruderincidents ®®®®

Ask Yourself:

’ How easy is it for an
intruder to access your

building, offices, and
your staff?
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MAJOR WINTER STORM IMPACT
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THESE PEOPLE SHOULD HIT
THE LIQUOR STORES/-/



http://worldwideinterweb.com/media/k2/items/cache/8caf78cbed9c4cfa8cadc4253cac0ebc_XL.jpg




HAPPENING NOW
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Key
Comms

Challenges
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Extended power outages

aled 0S FT2NDSR-AIX22A O
of communicationg including going doeto-
door to notify of evacuation orders, other
important lifesaving information

Have multiple communication backups in place
IN ADVANCE

Encourage staff and family to have crank or sol
powered radio/flashlight/cell phone charger (sti
may have texting capability & internet access),
landline & corded phone




After Hurricane Irma Blew Away Power,
Century-Old Technology Became Lifeline For
Locals In The Keys

CY KLINGENER « SEP 21,
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Ham radio operators are saving Puerto
RicO one transmission at a time

o

By Paul P. Murphy and Michelle Krupa, CNN

(© Updated 4:18 PM ET, Wed September 27, 2017 O 0 0 Q

More from CNN

Mark Zuckerberg responds to
Trump's claim Facebook was
out to...

Rapper wants to prove once
and for all that the Earth is

flat







Paradise emergency naotification system was volunta

2018 opt-in, meaning residents needed to sign up to recei
alerts- 2T UKS 0290

California residents had opted in
Camp Fire
Challenges

Cell service for both AT&T and Verizis around
10:15 am the day of the fire, while evacuation order
were issued between 8:03 am and 1:37 pm, depend
on location.

Recommendations:
. Apart from universal mobile Consider alternate
Reqlijr']r;[ ev;éu:ft%rﬁiggbuts alerts, consider audible alarm communications
P and sirens with lights? strategies/vehicles

(c) SB CRISIS CONSULTING 2020


https://www.mercurynews.com/2018/11/17/lessons-from-paradise-staying-alive-in-fire-country/
https://www.mercurynews.com/2018/11/17/lessons-from-paradise-staying-alive-in-fire-country/
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Just because the river
IS quiet does not
mean the crocodiles

have left.

¢ Malay proverb







Case of mystery Sars-like illness found
outside China for first time

WHO working with Thai officials after woman who travelled from
China hospitalised with new strain of coronavirus
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A Anoutbreakis the sudden occurrence of a
disease in a community, which has never
experienced the disease before or when cases
of that disease occur in numbers greater than
expected in a defined aregaexample: current
localized measles outbreaks

A Anepidemicoccurs when an infectious
disease spreads rapidly to many peopie
2003, the severe acute respiratory syndrome
(SARS) epidemic took the lives of nearly 800

DefInItioNS people worldwide

A Apandemicis a global disease epidemic over

a wide geographic area and affecting a large

proportion of the populationg examples:

H1N1, Spanish Influenza, Bubonic plague

ASAR @2dz 1y28eX UKS g2

comes from the Greek "pah "all" +
"demos," "people or population" =
"pandemos" = "all the people.”



Who would you rather ethe
Mayor of Philadelphia or the
Mayor of Saint Louis in 19187

1918 Death Rates: Philadelphia v St. Louis

16000
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14000 =—35t.Louis
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PREPAREDNESS CAN MAKE ALL THE DIFFERENCE!




Shifting

the Focus
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How does this affect us?

AEmployee travel

A Executive travel concerns (more than 1 on same fligia),
AlIncentive trips/cruises for staff

ATravelling during travel advisories/orders

ADo current policies cover/consider these scenarios

A2 KAES 6S OFyQli Y2YAUG2NI 6KI 0
or from work, we can encourage them to make healthier
choices and habits






